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1. Purpose 

This privacy policy outlines how Black Mann and Graham LLP collects, stores, uses, shares, and protects 

personal information. This policy is to demonstrate our commitment to data privacy, information security, 

regulatory compliance, and other relevant privacy laws. 

Scope 

2. This policy applies to: 

• All personally identifiable information (PII) processed by Black Mann and Graham LLP 

• All employees, contractors, partners, and any third-party vendors who may access or process PII 

• All systems, services, products, and platforms that collect or handle PII 

3. Definitions 

• Personal Identifiable Information (PII): Any data that can directly or indirectly identify an 

individual, including names, email addresses, phone numbers, IP addresses, payment details, and 

more. 

• Sensitive Data: Includes but not limited to health data, financial information, government ID 

numbers, and any biometric information. 

• Data Subject: Any individual whose personal data is collected or processed. 

4. Information We Collect 

Depending on your interaction with Black Mann and Graham LLP, we may collect or utilize: 

• Contact information (name, email, phone number, address) 

• Payment or billing information 

• Employment or HR related data (if applicable) 

• Client/customer records and communications 

• Usage data (if applicable) 

5. How we Use Personal Information 

We may use personal information for the following purposes: 

• To deliver and support services 

• To respond to customer inquiries or requests 

• To maintain and improve security and functionality 

• To meet legal, contractual, or regulatory obligations 

• For employment and HR purposes 

• To perform analytics and service improvements 

6. Legal Basis for Processing 

We may process personal data based on: 

• Consent 
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• Contractual necessity 

• Legitimate Interest 

• Compliance with legal obligations 

7. Data Retention 

Personal data is retained only for as long as: 

• Necessary to fulfill the purposes outlined above 

• Required by any applicable laws or regulations 

• Specified by our data retention policy 

After this, data is securely destroyed per our Data Destruction and Disposal policy. 

8. Data Protection and Security Controls 

We   implement administrative, technical, and physical controls to protect PII including but not limited to: 

• Access Controls: Focused on least privilege 

• Encryption of data at rest and in transit using industry standard algorithms 

• Monitoring and Logging: Audit trails for access and modifications 

• Network Security: Firewalls, IDS/IPS, Segmentation 

• Data Loss Prevention and backup procedures 

9. Data Sharing and Third Parties 

We do not sell or rent personal information. Data may be shared with: 

• Service providers under binding agreements with data protection clauses 

• Legal authorities when required by law 

• Affiliates and partners with consent or legitimate interest 

All third-party vendors are subject to security and privacy due diligence and ongoing monitoring and 

auditing for compliance. 

10. Individual Rights (Data Subject) 

Where applicable, individuals have rights including: 

• Access to their personal information 

• Correction of any inaccuracies 

• Deletion  

• Data portability 

• Objection to processing 

• Restriction of processing 

Requests submitted should be sent to: Privacy@bmandg.com 

mailto:Privacy@bmandg.com


Black | Mann | Graham, LLP  Public 

 

 Page 5 of 5 BMGIT-ISPP Privacy Policy 

 

11. Breach Notification 

In the event of a confirmed data breach involving personal information: 

• Notification will be provided to affected individuals and regulators as required 

• The response plan follows our Incident Response Policy. 

12. Training and Awareness 

All employees and contractors receive mandatory privacy and security training. Additional training is 

provided based on role and data access level. 

13. Validity and Document Management 

This document is valid as of September 5, 2025. The owner of this document is Information Security who 

must review and, if necessary, update the document at least once per year or upon any significant 

changes. 

X
John Gage

National Operations Manager
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